CYBER
MANAGEMENT

ALLIANCE

VIRTUAL CISO SERVICE

(VCISO)

Hands On, full-support

‘Security as a Service', specifically ==

desighed for organisations that
require.access to experienced
cybersecurity, governance, risk
and'compliance professionals.

Why hire a Virtual CISO or vCISO?

The cybersecurity industry is riddled with a
shortage of skilled personnel, making it very
difficult for organisations to hire effective
cybersecurity staff and CISOs. This problem is

amplified for start-ups and small to medium
businesses who often also lack the massive
budgets required to hire and retain the right
kind of people.

Biggest challenges organisations face with Cybersecurity

Skills shortage making it very
expensive to hire full-time staff

Complex advice by most external
consultancies, designed to confuse
and increase spend

info@cm-alliance.com

https://cm-alliance.com

Dearth of personnel with broad
knowledge & multi-sector context

Inflexible & Rigid Approach to Billing
& Services + Complicated Tactics to
stretch length of contract

+44 203189 1422 @cm_alliance



Three Key Benefits of our vCISO Service

M Experienced security consultants at a fraction
of the cost!
Join our vCISO service and gain access to professional
cybersecurity advisory and CISO services to suit your
budget. More cost effective than hiring your own
full time staff or hiring consultants from the BIG 5
consultancies.

Professional advice on prioritising

technology investments

Our aim is to save our clients' money and we achieve
this by offering pragmatic and practical advice

that often helps reduce overall investments in
unnecessary technology stacks.

@ Increased engagement with your
Board, Senior Executives & Management
True cyber-resiliency starts from the top. We speak
the language of business to engage all executives.
Our vCISOs are specialists in engaging and
presenting to a range of senior executives, board
members and non-technical senior staff.

5 Pillars of our vCISO Services

Our vCISO service is based on five key pillars —
Identify, Protect, Detect, Respond & Recover

The 5 Pillars of our vCISO Service
ety

Identify assets,
threats & threat
actors and manage
information risk.

Process &
technology to
timely detect

malicious activity
across the
digital estate.

Technology and
processes to
protect assets and
withstand attacks.

Plans, technology
and processes to
respon to
malicious activity
& cyber-attacks.

Technology and
processes to
ensure business
continuity.

What exactly do you get with our
vCISO Service Platform?

Cybersecurity & Incident Response &
Cyber Resilience Incident Management
Risk Assessment & Governance &
Risk Management Compliance
Supply Chain Certifications
Technology Deployment Data Security
Operations Security Asset Management
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The vCISO Process Workflow

As soon as a client signs us on, we conduct a NIST-Based
Cyber Health Check & overall Assessment of artefacts
before agreeing on the next set of important activities
and selecting one or more service domains. The workflow
includes the following:

B A review of the artefacts & agreeing on the scope.
B An assessment of the artefacts & staff interviews.

B A management report detailing recommmendations
and areas of improvement.

Information Gathering

Understand stakeholders &
participants

Draw up & agree on
approach and milestones

FACT Find & Current State

/—’ Artefacts

Review/Agree on Scope

v

Identify & Confirm Review Artefacts

» Organisational structure
» Regulatory & legal drivers
* Business assets & controls

Staff Interviews

~— Obtain List of Artefacts

* Policies

* Procedures

e Past P1 & P2 Incidents
» Playbooks

o Training & Skills

» Technology Stack

Management Report

Key strengths &
Areas of improvement

Recommendations

Maturity Assessment

Why not find out more about our vCISO
and consultancy services?

Book a no-obligation discovery call with one of
our consultants.

Go to: https://www.cm-alliance.com/
book-a-discovery-call-consultancy
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