Certified Training

NCSC-Certified Cyber Incident Planning & Response

Online Instructor Led Training Agenda
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Topic Time
Cyber ReS|.I|ence ‘ . ‘ . 09:00
- Basics, Interactive exercises, Starting with Why.
Understanding Threat Actors
- Threat Actor Library and its purpose, 09:30
- Building the Threat Actor Profile & more
Coffee Break 10:15
Baselining Normal
- The application of Define Normal in an organisational context. 10:30
- Interactive exercise and examples
Cyber Kill Chain
- The Cyber Kill Chain - in detail,
- The tools and methods used by attackers 11:15
- The 5D approach to mitigating the Cyber Kill Chain,
- Areview of recent attacks
Visibility 12:00
- The concepts and theory and how to deploy in an organisation.
Lunch 12:30
Triage, Detection & Monitoring & Threat Intelligence
- The Golden Hour & its significance 13:30
- The role of logging & Visibility in Incident Response, interactive exercise
- Understanding threat intelligence and its role in cyber incident response
Building the Cybersecurity Team 1430
- The basics of building a suitable team
Forensics & Investigations 15:00
Coffee Break 15:15
Regulations & Standards
- Data Breach notification and CIPR 15:30
- The law and its relevance
The Technélogy Stac.k o 16:00
- Basics of media communications
Public Relations & Media Planning 16115

- Basics of media communications

Q&A

16:45




